PILLARS

Public Health Infrastructure &
Learning Laboratory for Al Readiness

Vital
Strategies

PAHO (@) o peae
W /)Y Organization
v .eri.(an ;&wuan'lm

African Region

Data Linkage for Al-Enabled Public Health

A practical guide to data linkage and better-connected health systems

This practical guide helps public health leaders and implementation teams
plan, govern and implement data linkage. It outlines the decisions that shape
a linkage investment, the steps to produce reliable, linked information,
and the opportunities this creates for Al-enabled public health. It focuses
not only on completing a linkage exercise, but also on building capabilities

institutions can sustain and reuse.

Countries across the Global South are investing in the
digital foundations of public health: digitizing services
and records, building data infrastructure, strength-
ening civil registration and identification systems,

and adopting standards."? When guided by shared
standards and national digital health plans, these
investments help institutions move toward more
interoperable systems that can routinely share and
use information. Yet the work of connecting them is
still developing. Data about the same person, service
or outcome often remain spread across programs,
facilities and public institutions, with each holding only
part of the picture.® Achieving interoperability requires
more than a single platform, standard or technology
purchase. ‘It depends on reliable data, consistent use
of standards, reliable unique identifiers, secure infra-
structure, clear authority and responsibilities, and
institutions that can work together across their different
roles. These capabilities take time to build.>8 7

Data linkage—the process of connecting multiple

datasets—offers a practical middle ground. It allows
institutions to link selected records across separate
datasets to answer a specific public health question
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without waiting for every system to be fully interop-
erable. Governments can therefore derive greater value
from existing data investments while broader interop-
erability foundations continue to develop. Linked data
can answer questions that no individual source can
address adequately on its own, for example, whether
people complete a continuum of care, how service use
relates to later outcomes, where surveillance systems
are missing cases, or which populations remain under-
served. Its value lies not in producing a larger dataset
but in creating a more complete basis for public health
analysis, decisions and action. &2

Data linkage is more than matching records. It often
requires institutions that hold different parts of the data
to work together and trust how the data will be handled,
used and shared. A strong linkage effort therefore
needs clear authority, usable data, secure ways to
handle information, methods suited to the purpose,
checks on match quality, and clear responsibility for the
linked data it creates. Data linkage can support one-off
analyses to answer specific questions, and the method-
ology can also generate insights not routinely available
from a single dataset. When linkage is repeated, it can
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also strengthen the wider path toward interoperability by revealing gaps in data quality, governance, identity and
infrastructure, while building agreements, working relationships and methods that can be used again." Linkage is
not interoperability: It connects records across systems that remain separate, while interoperability allows systems
to exchange and use information routinely. The aim is to create value in public health now while building stronger
connections between systems and institutions over time, rather than creating a permanent workaround to address
fragmentation.™

Institutions need not choose between waiting for an ideal interoperable
architecture or continuing to make decisions from fragmented information.
Well-governed data linkage can answer priority questions now while
strengthening the capabilities required for more connected public health
intelligence over time.

Data Linkage Use Cases

Data linkage can be used in different ways depending on the public health question and the data available. The
examples below illustrate some common use cases and the types of records that may be linked to support
them. This list is not exhaustive; the appropriate linkage will depend on the intended use, available data and local
context.®

Use case Records to link and what linkage can add

Find missed Link disease or injury surveillance records with laboratory, hospital or death-registration records
cases to identify potentially missed cases. Review these against the agreed case definition, population
and time period to improve case capture and reveal reporting gaps.

Filldatagaps Link health service records with household, social protection or other administrative records
to add information such as household circumstances or participation in other services. This can
help explain differences in health and service use.

Improvedata  Link health records with civil registration or another verified administrative source to check
quality missing or inconsistent fields, such as date of birth or place of residence, and investigate differ-
ences between sources.

Track care Link primary care, referral, hospital and treatment records to examine whether people reach the
pathways next service, complete treatment, experience delays or have gaps in follow-up.

Link services  Link service or program records with later hospital admissions, follow-up records or death-regis-
tooutcomes  tration data to examine survival, readmission and other outcomes that the original service record
may not capture.

Identify Link birth registration or other population register records with immunization or other health
underserved  service records to assess service reach among populations represented in the source records
groups and identify possible gaps for further investigation.
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Decisions That Shape a Data-Linkage Investment

Data linkage should begin with four connected decisions that determine the investment's scope, cost, risk and
credibility. These decisions are interdependent and may need revisiting as institutions examine their data and
implementation constraints.

Public Health Purpose and Intended Use

The intended use determines which datasets and institutions are needed,
how up-to-date the information must be, what output to produce, and how
much uncertainty can be accepted. The standard of evidence must reflect
the consequences of use. Population-level analysis may allow a different
level of linkage uncertainty compared to work that identifies individuals
for program or clinical action. &7 Make the objective specific. For example,
linkage may help find cases that a main source has missed, add information
it does not collect, improve poorly recorded fields, follow care pathways,
or connect services with later outcomes. Agree how the team will judge
whether that objective has been met. Define the population, geographic
area, time and inclusion criteria, and whether the records being linked
concern people, households, facilities or events. Where relevant, agree

on a case definition and the population used to calculate rates. Check out
differences in definitions and coverage across sources; these should not
be mistaken for linkage failures, and records from outside the agreed area
should not be counted as additional cases within it.

DECIDE

What will be understood, decided, or done differently because the records
have been linked, and how will we know the objective has been met?

CAPABILITY

Institutional coordination and public health intelligence: Agreeing on the
purpose brings participating institutions together around a shared question.
Defining the population, intended use and measures of success helps teams
connect their data to the decisions and actions they need to support.
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Linkage Operating Model and Continuity

Is the linkage required once, routinely™ or continuously? A one-time linkage
provides a snapshot for a defined question. Routine linkage repeats the
process at agreed intervals as source data is updated. Continuous or
near-real-time linkage requires ongoing data flows and a service that can
process new information as available. Each model has different require-
ments. Moving from a one-time exercise to a recurring process requires
reusable agreements, maintained methods and code, trained staff, secure
infrastructure, and continuing quality checks. The most advanced model

is not automatically the most appropriate. The investment should reflect
how quickly and how often information is needed. Alongside the linked
information, this work can strengthen institutional coordination, data quality
and standards, technical expertise, governance and data stewardship,

and public health intelligence. These capabilities develop across several
stages, as institutions work together, solve practical problems, and retain the
agreements, methods, and lessons for future use.

DECIDE

What operating model is justified by the intended use, and can the partici-
pating institutions sustain it?

CAPABILITY

Technical expertise, governance and data stewardship: Putting the operating
model into practice helps institutions build the staff skills, maintenance
routines and clear responsibilities needed to repeat the linkage. Retaining
documented methods, code and quality checks reduces the need to start
from scratch each time.
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Governance, Institutional Roles and Data Stewardship

Governance decisions are needed throughout the linkage process.

» Before linkage: Who owns and manages the source data, who can
authorize its use, and what conditions apply to access?

 During linkage: Who can handle identifiable information, how will it be
processed securely, and who will oversee the methods and validate the
results?

 After linkage: Who owns and manages the linked data, where will it be
stored, who can access it, what uses are permitted, and how long will it be
retained?

Formal approval is necessary, but it does not make data available by itself.

The people who approve data use, manage source systems, and extract or

prepare records may work in different teams or institutions. Governance

must connect these groups, turn approval into clear working responsibilities,

and establish how problems will be resolved. This requires coordination

both within each institution and between participating institutions. Trust

and collaboration also shape access. Institutions need to understand how

their data will be protected and used, and what they will receive in return.

Access can develop in stages: reviewing data dictionaries and collection

forms, walking through the data with the staff who manage it, then requesting

a limited sample before seeking the larger extract needed for the agreed

purpose. Each stage should be justified by the objective and supported by

the necessary permissions.

DECIDE

Who holds authority, operational responsibility and accountability at
each stage, and how will the participating institutions build trust and work
together?

CAPABILITY

Institutional coordination and governance; data stewardship: Working
through access, responsibilities and safeguards helps institutions establish
trusted working relationships and practical ways to resolve problems
together. Clear roles, documented agreements and access procedures
provide a basis for future collaboration, subject to the permissions required
for each use.
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Data Readiness, Linkage Design and Quality Assurance

Readiness and feasibility answer different questions. Readiness asks
whether the records can be linked and what needs to change. Feasibility
asks whether the linkage is worth undertaking, given its likely cost and value
for the intended use.

The readiness assessment should examine the actual identifying fields,
their completeness and consistency, whether definitions align, and how
local naming, language, and recording practices affect matching. Distinguish
problems that data preparation can address, such as standardizing formats,
removing duplicates or combining identifying fields, from weaknesses in
source systems that must be improved or accepted as limitations. The
choice of deterministic, probabilistic or combined methods should reflect
the data, dataset size, available computing capacity, required speed,

and consequences of false or missed matches. Methods, infrastructure
and validation must therefore be considered together. Quality cannot

be judged by the match rate alone. Teams must assess linkage errors,

how they affect different population groups, and whether the remaining
uncertainty is acceptable for the intended use. The assessment must also
examine whether the linked information would improve the analysis or
decision identified in decision 1(Public Health Purpose and Intended
Use). Successful matching is not enough if the information needed for that
purpose is missing or unusable. For example, identifying additional injury
cases will not improve an analysis of road crash locations if those records
contain location information that is incomplete, unclear, incorrect, or
otherwise unusable”

DECIDE

What must be prepared, improved or accepted? Who is responsible? Will
the linked information be useful enough to justify the work?

CAPABILITY

Data quality and standards; technical expertise: Assessing real data helps
teams recognize recording problems, agree on definitions and judge which
methods are suitable. Documenting these findings builds experience in
deciding what needs improvement, what limitations can be accepted, and
when linkage is unlikely to deliver enough value.
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Data Linkage Process

Once participating institutions agree to proceed after the feasibility assessment. The technical process of data
linkage can begin. The stages are presented here in order, but teams may need to return to earlier steps as the
work proceeds. Validation may require changes to data transformations, identifying fields, candidate generation,
comparison rules, or thresholds.

€ Source Data

The process begins with the data dictionary, which describes what each system is intended
to capture, followed by data anatomy, metadata and actual records. A field may exist in the
database structure without being populated; structure alone is not usable without data.
Profiling should establish the completeness, validity, consistency, duplication, stability and
discriminatory value of the available fields. It should also examine how the data is produced.
Information recorded during a busy clinical encounter may have different limitations from
information required for registration, payment or civil registration. Understanding this
context is necessary to describe the data anatomy and determine what can reasonably be
linked. Create versioned extracts, preserving the original records unchanged. ®

@) Data Transformation

Working copies of the data are cleaned and standardized before comparison. This

may include harmonizing date and code formats, removing placeholder values, parsing
compound fields, standardizing names and addresses, resolving abbreviations, correcting
inconsistencies, and preparing derived fields. Transformations must reflect language,
culture and system context. Phonetic or textual rules developed for Portuguese names,

for example, should not be assumed to work in French, English or other languages. Naming
practices, imprecise dates of birth, transliteration and the system's original purpose may all
affect how records should be prepared. Original values must be preserved. Provide version
and document transformation rules, reference tables and code so the process can be
reproduced.

3 Identifying Fields

Any unique identifier must be tested for coverage, validity and duplication. When no suffi-
ciently reliable identifier is available, explore the data to develop combinations of identi-
fying fields. Name, date of birth and mother’'s name may form a useful composite identifier
in some settings, but there is no universal combination. The appropriate fields depend on
what the systems capture, how consistently those fields are populated, and how well they
distinguish one person from another. This stage should produce two technical resources: a
data dictionary describing the fields and their meaning, and a set of comparison rules docu-
menting how the fields will be assessed and how similar rules have performed in previous
linkages.
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@ candidate Generation

Large datasets cannot usually be compared across every possible pair of records. Blocking
or indexing is therefore used to identify records that could plausibly belong to the same
person, household, facility or event. Candidate groups may be generated using different
combinations or transformed portions of identifying fields. Several blocking passes may

be needed because a single restrictive rule can exclude true matches before comparison
begins. In some approaches, candidate generation and record matching are treated as a
single step. Whether separate or combined, the approach must keep processing manageable
without excluding too many genuine matches. When candidate generation is a separate step,
assess its performance separately from the matching method that follows.

@ Record Matching

Method follows the data. It must also reflect the requirements of the downstream analysis or
digital product: Does the process need to be fast, precise, or highly sensitive? Deterministic
methods apply defined agreement rules. Probabilistic methods of weight agreement and
disagreement across several fields. Hybrid methods commonly accept strong determin-
istic matches first and apply probabilistic scoring to unresolved records. Machine-learning
methods may also classify, rank or cluster of candidate records where sufficient training
data and processing capacity are available. Comparison may use exact, phonetic, textual,
temporal or geographic similarity. Thresholds should classify candidate pairs as accepted
matches, rejected matches or uncertain cases requiring review. Conflicting, duplicate

or many-to-one matches must then be resolved so that pairwise comparisons produce
coherent person-, household-, facility- or event-level groups. The method, infrastructure, and
operating requirements are bound together. A large dataset, short turnaround time or limited
processing environment may require a different approach from a smaller linkage intended to
recover as many matches as possible. 7"
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@ Vvalidation

A complete reference standard for evaluating linkage results is rarely available. Teams can
develop an approximate standard by using manually reviewed results from a prior linkage

or by asking a second reviewer to assess the same record pairs without seeing the first
reviewer's decisions. Manual review can also contain errors, so describe the standard as
approximate. Selecting pairs entirely at random can yield mostly true non-matches, leaving
too few true matches to assess performance adequately. Assess quality through several
forms of evidence: review samples of proposed matches, examine uncertain cases, compare
methods, and test different thresholds. Validation should estimate precision, recall, false
matches, and missed matches. The F-measure combines precision and recall into a single
summary of matching performance. Accuracy and specificity can be misleading because
most possible record pairs are non-matched, so these measures may look high even when
many true matches are missed. A high match rate is not evidence of quality, and a low
match rate is not, on its own, evidence of underreporting. Missing or poorly recorded iden-
tifying fields can prevent genuine matches, so unmatched records should not automatically
be counted as newly identified cases. Assess the quality of matching fields before matching,
rather than inferring it from the match rate afterward. Validation should also examine whether
errors are concentrated in facilities, source systems, or population groups, and whether

they affect the analysis or subsequent action. The acceptable balance between false and
missed matches should be agreed with the operational teams that will use the results. They
understand the consequences of incorrectly including someone, missing someone, or iden-
tifying more cases than the program can manage. Where the required standard is not met,
return to the relevant earlier step: data transformation, candidate generation, comparison
rules, method or threshold selection.

€ Linked Output

The output may be a linked dataset, analytical cohort, crosswalk, dashboard, indicator or list
of records for program action. Its form should be determined by what will be done after the
linkage. Each output should retain the information required to interpret and reproduce it:
source provenance, linkage identifier, match status, method, score or confidence level, rule
and software version, validation evidence, and known limitations. Treat the resulting output
as a new information asset with defined ownership, storage, access, permitted use, retention,
and stewardship. The value of the process ultimately lies in what you can do after linkage, not
in the matching operation itself.
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What Linkage Makes Possible (AI Use Case)

DATA LINKAGE FOR AI-ENABLED PUBLIC HEALTH

Data linkage and Al have two distinct relationships: Linked data can support Al analysis, and Al methods can help

match records.

Datalinkage as a foundation for Al analysis

Data linkage provides an important foundation for Al-enabled public health when the needed information is spread
across systems. It connects information about a person’s circumstances, care and outcomes, creating data that
models can learn from and teams can use to test predictions. For example, linking birth and death records connects
conditions at birth with later survival. Linking emergency department records with hospital and mortality records
allows teams to investigate which signs at presentation are associated with serious outcomes. The value is not
simply more data, but the connection between earlier information and what happened afterward. These connec-
tions can support risk prediction, earlier identification of possible cases and analysis of care pathways. In this type
of application, Al analyzes the linked information; it does not necessarily perform the matching.

What Al Does With the Linked Data

These examples show how linked records can create the longitudinal or cross-system information needed for Al

analysis.

Linkage example

Records linked

Implementation maturity

What Al does with
the linked data

ClarlA: Early identification
of gender-based violence

Recife, Brazil Municipal
implementation

Primary-care electronic
records linked with
violence notifica-

tions in SINAN, Brazil's
Notifiable Diseases
Information System,
bringing together
open-text health
records and reported
violence.?

In use across more than 40
health facilities, with 664
professionals trained as of
August 2026. This demon-
strates implementation,
but impact on violence or
femicide has not yet been
measured.

Natural-language
processing and machine
learning analyze clinical
narratives and patterns
over time to identify
possible violence risk
and generate alerts in
the municipal electronic
health record.

Neonatal-mortality fore-
casting using BRNeoDeath
(Brazilian neonatal
mortality prediction or
decision-support model)
and NeMoR Data-driven
neonatal mortality rate
forecasting method

Brazil: national data;
modeling evaluated in Sao
Paulo Research and model
development.

SINASC live-birth
records were linked with
SIM (Brazil's Mortality
Information System.)
death records using

the shared live-birth
declaration number. The
study dataset included
approximately 28.4
million records from
2006-2016.2

Forecasting was evaluated
using Sdo Paulo data and
reported in a 2021 preprint;
this is not evidence of
routine clinical deployment.

Linked records were
summarized by health
region and combined
with health-service
information to develop
machine-learning
models forecasting
neonatal mortality up to
four months ahead.
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Linkage example Records linked Implementation maturity What Al does with

the linked data

Predict severe COVID-19 Emergency-department The study included 282,051  An XGBoost model used

outcomes records were linked, complete cases from seven  the linked information
South Africa: Western using unique hospital public emergency depart- to predict death or
patient numbers, with ments. The authors recom-  critical-care admission

Cape Province Model

development and external Iabor?tory resu'lt‘s, mende‘d further validation W|th|n 30 days ar.nong‘
validation hospital and criti- and an impact assessment patients presenting with
cal-care admissions, before clinical introduction.  suspected COVID-19.

death records and other
provincial health data.?*

Al supporting record matching

Al can also contribute to the matching process itself. A supervised learning model can learn from examples of
records known to belong to the same or different people, helping it assess new pairs. Some approaches learn to
recognize similarities despite spelling differences, formatting changes or incomplete identifiers. Others use opti-
mization methods to find better combinations of matching weights and penalties, rather than relying entirely on
manual adjustment. These methods can work alongside deterministic and probabilistic approaches rather than
replace them.

Improvement must be demonstrated, not assumed. Compare an Al-assisted method with an appropriate alter-
native using the same data and a credible reference standard. The relevant question is whether it reduces false or
missed matches, or makes processing more manageable, without introducing unacceptable errors. The examples
below show both a substantial improvement in an existing linkage method and a comparison in which overall
performance was broadly similar.
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Al and Statistical Learning Supporting Record Matching

These examples show computational and statistical learning methods used within the linkage process itself to help
determine which records belong to the same person.

Linkage example Records linked Impler.nentation How Al suppCfrted
maturity record matching
Al-assisted optimization of SINASC (Sistema de Compared with the original A genetic algorithm
CIDACS-RL (Centre for Data Informacdes sobre configuration, false-pos- tested different
and Knowledge Integrationfor ~ Nascidos Vivos) itive matches fell by about ~ combinations of
Health.) live-birth records 90%, while recall remained  matching weights
Brazil: three-state evaluation linked with SIM, Brazil's  near 98%. and disagreement
using national systems. Method Mortality Information penalties to improve
development evaluation System. Mortality the existing probabi-
records in Paran3, listic linkage method.

Santa Catarina and Rio
Grande do Sul.®

eTrace: Community-to-facility = Community health- Both approaches achieved A supervised logis-
patient matching worker records linked  average precision of tic-regression model
Malawi: Neno District-level with facility electronic ~ 0.86. Logistic regression was compared with
method evaluation. medical-record achieved higher recall conventional probabi-
systems for HIV and at a selected precision listic linkage to identify
noncommunicable threshold, reaching 0.74 records belonging to
disease services.” recall at 0.90 precision. the same patient.

Whether Al matches records or analyzes the resulting data, linkage errors can affect the findings. False links can
attach the wrong history or outcome to a person. Missed links can leave histories incomplete or exclude people
whose identifying information is poorly recorded. The absence of a matched outcome record should therefore not
automatically be treated as evidence that the outcome did not occur. These problems can affect some population
groups more than others and distort the evidence used to develop or evaluate a model. Teams should retain infor-
mation about the data sources, matching methods, linkage confidence, validation results and known limitations
throughout model development and evaluation. They should examine how linkage errors affect model performance
across population groups and whether different matching decisions change the results. For predictive models, infor-
mation used to make a prediction must be available when the prediction is made; later outcomes are used to train
and evaluate the model, not supplied as advance knowledge.
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